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Game time: Real vs. Fake

https://store.line.me
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x

➢ Is the man encouraged or discouraged?

I am greatly discouraged. I am greatly encouraged.

Game time: Real vs. Fake

1 2
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has been identified as being one of the IEEE Signal Processing Society’s top 25 
downloaded articles from Sept. 2023 - Sept. 2024 for IEEE/ACM Transactions on Audio, 

Speech, and Language Processing on IEEE Xplore®! -> IEEE SPS Webinar
Thanks for the invitation!

Small thing about this talk

https://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=10003971
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Commonly studied scenario: Fully fake

Bona fide 
(human)

Anti-spoofing system
(Countermeasure, CM)

Fully fake

Bona fide: —
Spoof: —

More realistic: Partial fake (Main Topic)

Z. Wu, T. Kinnunen, N. Evans, J. Yamagishi, C. Hanilc ̧i, M. Sahidullah, and A. Sizov, “ASVspoof 2015: the First Automatic Speaker Verification Spoofing and Countermeasures Challenge,” in Proc. Interspeech 2015, pp. 2037–2041. 
T. Kinnunen, M. Sahidullah, H. Delgado, M. Todisco, N. Evans, J. Yamagishi, and K. A. Lee, “The ASVspoof 2017 Challenge: Assessing the Limits of Replay Spoofing Attack Detection,” in Proc. Interspeech, 2017, pp. 2–6. 
A. Nautsch, X. Wang, etc, “ASVspoof 2019: spoofing countermeasures for the detection of synthesized, converted and replayed speech,” IEEE Transactions on Biometrics, Behavior, and Identity Science, 2021. 
J. Yamagishi, X. Wang , etc, “ASVspoof2021: accelerating progress in spoofed and deep fake speech detection,” in Proc. ASVspoof 2021 Workshop, 2021. 

Partial Fake

Smart phones

…

Smart homes

Bank account

Human

News

Broadcast

…

Spoof 
(attacker)

TTS

VC

TTS: Text-to-speech

VC: Voice conversion

   Introduction0
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   Introduction0

1 2 4 43 5 6

1 4 3 54

Bona Fide (real) 1 2 3 54 6 1 2 3 54 6 7

Tampering Forgery
(copy-move) 1 2 3 54 6

Tampering Forgery
(splicing)

1 2 3 54 6

1 2 3 54 6

1 2 3 54 61 2 3 54 6Fully Spoof

1 4 3 24 6 1 4 3 54 3Partial Spoof
1 2 3 54 6

5 2 1 34 7

Confined to the manipulation 
of existing bona fide data

May not need to construct 
an entire utterance

Utterances comprise audio segments 
that are spoken by real humans and 

synthesized by machines.

Unit-Selection 1 3

1 3

…
…

…
…

5

5

…
…

L. Zhang, “Whether, when, what: Detection, localization, and diarization of partially spoofed audio,” Ph.D. dissertation, Nat ional Institute of Informatics, SOKENDAI, Japan, 2024. 
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   Introduction0

Descript (demo): https://www.descript.com/overdub, 2023

Speech Editing enables inexperienced users to modify specific segments of existing speech 
without re-recording the entire utterance.

https://www.descript.com/overdub
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2. How to generate?
1. Reference database: PartialSpoof [Zhang 2021], LENS-DF [Liu 2025]

2. TTS + DSP: HAF [Yi 2021], ADD 2022-2023 [Yi 2022, Yi 2023], 
       Psynd [Zhang 2022], AV-Deepfake1M [Cai 2024, 2025], LlamaPartialSpoof [Luong 2024]

3. In-filling: PartialEdit [Zhang 2025]
Fake Speech

   Databases1

Original Speech

1. Where to edit?
1. Random: PartialSpoof [Zhang 2021] (VAD), Psynd [Zhang 2022], LENS-DF [Liu 2025]

2. Keyword–antonym substitution (maximal change in meaning):
    HAF [Yi 2021], ADD 2022-2023 [Yi 2022, Yi 2023], LAV-DF [Cai 2023], 

3. LLM (modify meaning to an opposite direction)
       AV-Deepfake1M [Cai 2024], LlamaPartialSpoof [Luong 2024], AV-Deepfake1M++ [Cai 2025]  

Partially Fake Speech

3. How to concatenate?
1. Naive Concatenate: LENS-DF [Liu 2025]

2. Signal processing: PartialSpoof [Zhang 2021], LlamaPartialSpoof [Luong 2024]

3. Pydub toolkit: HAF [Yi 2021], Psynd [Zhang 2022], ADD 2022-2023 [Yi 2022, Yi 2023] 

3. In-filling: PartialEdit [Zhang 2025]

Long-form: LENS-DF [Liu 2025]

Audio–visual: LAV-DF [Cai 2023], AV-Deepfake1M, AV-Deepfake 1M++ [Cai 2024, 2025]

Competitions: ADD 2022 - 2023, AV-Deepfake1M, AV-Deepfake1M++

+ Different types

➢ How will attacker manipulate the audio?

LLM: large language model
DSP: digital signal processing



Minor Manipulations, Major Threat: An Overview of Partially Fake Speech Lin Zhang (partialspoof@gmail.com) IEEE SPS SEMINAR, NOV. 2025 16

   Databases1

Random + ref. data + DSP

Keyword-antonym + TTS + DSP

Keyword-antonym + TTS + DSP

Keyword-antonym + TTS + DSP

Random + TTS + DSP

Keyword-antonym + TTS + concat.

LLM + TTS + concat.

LLM + TTS + DSP

Random + ref. data + concat.

LLM + infilling

LLM + TTS + DSP

Generation

Lin Zhang, Xin Wang, Erica Cooper, Junichi Yamagishi, Jose Patino, Nicholas Evans. (2021) An Initial Investigation for Detecting Partially Spoofed Audio. Proc. Interspeech 2021, 4264-4268
Yi, J., Bai, Y., Tao, J., Ma, H., Tian, Z., Wang, C., Wang, T., Fu, R. (2021) Half-Truth: A Partially Fake Audio Detection Dataset. Proc. Interspeech 2021, 1654-1658
Bowen Zhang and Terence Sim. Localizing fake segments in speech. In Proc. ICPR 2022, pages 3224–3230. IEEE, 2022.
Cai, Z., Ghosh, S., Adatia, A.P., Hayat, M., Dhall, A., Gedeon, T. and Stefanov, K., 2024, October. AV-Deepfake1M: A large-scale LLM-driven audio-visual deepfake dataset. In Proc. MM
More please refer to the reference page.
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Use cross-correlation to find best fusion points 

VAD boundary:— Bona fide: — Spoof: —

Processing

(from same speaker)

kept 50% of the non-speech part

(segment with similar length)

Overlap-add

Processing to construct PartialSpoof [Zhang 2021]

xN

Source database: ASVspoof 2019 LA database [Wang 2020] (Normalized)

X. Wang, J. Yamagishi, M. Todisco, et al. ASVspoof 2019: a large-scale public database of synthetized, converted and replayed speech[J]. Computer Speech and Language, vol. 64, pp. 101--114, 2020 
Lin Zhang, Xin Wang, Erica Cooper, Junichi Yamagishi, Jose Patino, Nicholas Evans. (2021) An Initial Investigation for Detecting Partially Spoofed Audio. Proc. Interspeech 2021, 4264-4268

https://www.asvspoof.org

   Databases - PartialSpoof1
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VoxCeleb2 Google Speech-to-Text 
service 2023

identify the tokens within D that should be replaced in order 
to achieve the maximum change in perceived sentiment. 

Wav2Lip

SV2TTS

   Databases – LAV-DF1

Cai, Zhixi, Shreya Ghosh, Abhinav Dhall, Tom Gedeon, Kalin Stefanov, and Munawar Hayat. "Glitch in the matrix: A large scale benchmark for content driven audio–visual forgery detection and 
localization." Computer Vision and Image Understanding 236 (2023): 103818.

Glitch in the matrix: A large scale benchmark for content driven 
audio–visual forgery detection and localization
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   Databases – AV-Deepfake1M1

Cai, Zhixi, Shreya Ghosh, Aman Pankaj Adatia, Munawar Hayat, Abhinav Dhall, Tom Gedeon, and Kalin Stefanov. "AV-Deepfake1M: A large-scale LLM-driven audio-visual deepfake dataset." 
In Proceedings of the 32nd ACM International Conference on Multimedia, pp. 7414-7423. 2024.

AV-Deepfake1M: A Large-Scale LLM-Driven Audio-Visual Deepfake Dataset
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   Databases – AV-Deepfake1M++1

et al.

Cai, Z., Kuckreja, K., Ghosh, S., Chuchra, A., Khan, M.H., et. al. 2025. AV-Deepfake1M++: A Large-Scale Audio-Visual Deepfake Benchmark with Real-World Perturbations. arXiv preprint arXiv:2507.20579
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Hieu-Thi Luong*, Haoyang Li*, Lin Zhang, Kong Aik Lee, Eng Siong Chng

TL;DR: We designed prompts based on attackers’ motivation for LLM to create partially spoofed audio for evaluation.

1) one or two words; 
2) several words; 
3) one or two nouns; 
4) one or two pronouns; 
5) several nouns or pronouns;
6) change the meaning to the opposite; 
7) change the meaning to something else; 
8) make it better; 
9) make it simpler; 
10) change the tone of the sentence. 

Source Data: LibriTTS

   Databases - LlamaPartialSpoof1

Luong, Hieu-Thi, Haoyang Li, Lin Zhang, Kong Aik Lee, and Eng Siong Chng. "LlamaPartialSpoof: An LLM-driven fake speech dataset simulating disinformation generation." In ICASSP 2025, pp. 1-5.
Zen, Heiga, Viet Dang, Rob Clark, Yu Zhang, Ron J. Weiss, Ye Jia, Zhifeng Chen, and Yonghui Wu. "LibriTTS: A corpus derived from librispeech for text-to-speech." in Proc. Interspeech 2019, 1526-1530
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2

Hieu-Thi Luong*, Haoyang Li*, Lin Zhang, Kong Aik Lee, Eng Siong Chng

• Model A, trained on the PartialSpoof dataset, had the best performance on detecting partial subsets. 
Semantically ignorant data can still be used to train partially fake speech detection model.

   Databases - LlamaPartialSpoof1

Luong, Hieu-Thi, Haoyang Li, Lin Zhang, Kong Aik Lee, and Eng Siong Chng. "LlamaPartialSpoof: An LLM-driven fake speech dataset simulating disinformation generation." In ICASSP 2025, pp. 1-5.
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Content editing in Voicebox

Le, Matthew, Apoorv Vyas, Bowen Shi, Brian Karrer, Leda Sari, Rashel Moritz, Mary Williamson et al. "Voicebox: Text-guided multilingual universal speech generation at scale." Advances in neural 
information processing systems 36 (2023): 14005-14034.

   Databases - infilling1
Voicebox: Text-Guided Multilingual Universal Speech Generation at Scale
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   Databases - PartialEdit1

Zhang, You, Baotong Tian, Lin Zhang, and Zhiyao Duan. "PartialEdit: Identifying Partial Deepfakes in the Era of Neural Speech Editing." in Proc. Interspeech2025
Wang, Helin, Meng Yu, Jiarui Hai, Chen Chen, Yuchen Hu, Rilin Chen, Najim Dehak, and Dong Yu. "SSR-Speech: Towards Stable, Safe and Robust Zero-shot Text-based Speech Editing and Synthesis” in Proc. ICASSP, 2025
A.Vyas, B. Shi, M. Le, A. Tjandra, Y.-C. Wu, B. Guo, J. Zhang, X. Zhang, R. Adkins, W. Ngan et al., “Audiobox: Unified audio generation with natural language prompts,” arXiv:2312.15821, 2023.
P. Peng, P.-Y. Huang, S.-W. Li, A. Mohamed, and D. Harwath, “VoiceCraft: Zero-shot speech editing and text-to-speech in the wild,” in Proc. ACL, 2024, pp. 12 442–12 462.
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Tasks

Fake Detection Fake Localization Fake Diarization

Provide discriminate 
representation

Binary classification Multi classification

Utterance level Precise time domain (fine-grained segment level)

Equation

Objective

Level of 
Analysis

Outline

Fake Fake RealReal
A1

A2 A3Real Real
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Bona fide (1): Spoof (0):

Equal Error Rate (EER)
(The error rate with a specific threshold where the FPR is closest to the FNR)

FNR: False Negative Rate;  FPR: False Postive Rate
Point-based, range-based: N. Tatbul, T. J. Lee, S. Zdonik, M. Alam, and J. Gottschlich, “Precision and recall for time series,” in Proc. NeurIPS 2018, 2018, p. 1924–1934.

• Utterance EER

Spoof
Bona fide

Fake Detection

threshold

FNR = FPR Utt. score

   Fake Detection - Metric2
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Encoder 

Pooling

Linear

Front-end

waveform
(c)

Linear

Downsampling
module

Front-end

waveform

Scoring 
module

…

Scoring 
module

Downsampling
module

Scoring 
module

Pooling

Scoring 
module

(d)

Utterance

CMs for Spoof Detection and Localization on the Partial Fake

Fake
Utterance

Encoder 

Pooling

Linear

Front-end

waveform
(a)

Ba
ck

-e
nd

Encoder 

Front-end

waveform
(b)

Linear

Fixed segment-level Fixed segment-level Utterance level

Segment level 1

Segment level k

Segment level 0
(Frame level)

• Multiple reso.

(Zhang 2021a, Yi 2021, 
ADD 2022 )

(Zhang 2021a, Yi 2021, 
Cai 2022)

(Zhang 2021b, Wu 2022)

• Single reso.

Detection Localization MulBS Multi-Reso.
(Zhang 2022b)

   Fake Detection2
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LCNN-LSTM

Figure 3. Break-down results of the cross-scenario study. 
Top: Histogram of number of trials having different spoof
segment ratio. Bottom: EERs for each of the quantized spoof
segment ratio.

spoof-to-utterance ratio

Can the CMs trained on partially (fully) spoof detect fully (partially) spoofed utt.? 
PartialSpoof ASVspoof2019 LA

Table 2. EERs (%) of the cross-scenario study. 

• Spoof detection on the PS scenario is more difficult than on the fully spoofed scenario.
• Fully-spoofed CM appear to lack generalization ability, while CM trained on the partially-spoofed database is relatively robust.

➢ Whether the input utterance is spoofed?

<

• Partially-spoofed CM is more robust to changes in the spoof-to-utterance ratio.
Lin Zhang, Xin Wang, Erica Cooper, Junichi Yamagishi, Jose Patino, Nicholas Evans. (2021) An Initial Investigation for Detecting Partially Spoofed Audio. Proc. Interspeech 2021, 4264-4268.

   Fake Detection - PartialSpoof2
Fake
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• Post-processing in PartialEdit with cutting and pasting are less detectable than those introduced by codec 
processing in PartialEdit-Codec 

• CM trained on PartialSpoof can not handle PartialEdit, vice versa.
• Combining PartialSpoof & PartialEdit in training improves generalization, highlighting the need to address both 

traditional and modern deepfake techniques.

   Fake Detection - PartialEdit2

You Zhang, Baotong Tian, Lin Zhang, and Zhiyao Duan. "PartialEdit: Identifying Partial Deepfakes in the Era of Neural Speech Editing." in Interspeech2025
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➢ Fake Localization: When do spoofs happen?

Further analyze spoof parts to get the attackers' intentions.

Restore to the possible bona fide utterances.

➢ Fake Detection: Whether the input utterance is spoofed?

Fake

Fake RealReal

(Utterance-level)

(segment-level)

   Fake Detection2
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… …

• Segment EER • Range-based EER [Zhang 2023]

Spoof
Bona fide

Reference

Hypothesis … …

Bona fide (1): Spoof (0):

• Utterance EER

Equal Error Rate (EER)
(The error rate with a specific threshold where the FPR is closest to the FNR)

TN FNFP TP TN

Hypothesis

Reference

Spoof
Bona fide

Fake Detection Fake Localization

threshold

FNR = FPR Seg. scoreUtt. score

(Point-based)

FNR: False Negative Rate;  FPR: False Postive Rate

Number of misclassified segments Duration of misclassified regions 

Point-based, range-based: N. Tatbul, T. J. Lee, S. Zdonik, M. Alam, and J. Gottschlich, “Precision and recall for time series,” in Proc. NeurIPS 2018, 2018, p. 1924–1934.
Lin Zhang, Xin Wang, Erica Cooper, Nicolas Evans and Junichi Yamagishi, (2023) Range-Based Equal Error Rate for Spoof Localization. Proc. INTERSPEECH 2023, 3212-3216, doi: 10.21437/Interspeech.2023-1214

… …

   Fake Localization - Metric3
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Other metrics

• Point-based: EER, Precision/Recall/F1 ADD [Yi 2022, Yi 2023], IoU
• Range-based: 

• RangeEER
• Intersection over Union (IoU)

• Average precision (AP) and average recall (AR). AV-Deepfake 1M [Cai 2023, 2025]

• AP: measures the performance by averaging precision at different recall levels
• AR: focuses on the recall ability at different confidence thresholds

Prediction Ground-truth

Pred. Gt.

TOTAL

   Fake Localization - Metric3
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5
➢ When do spoofs happen? Whether the segment(s) are spoofed? 

(1) Change points / boundaries 
        + classification

(2) Uniform segmentation

Quantify

• Varying length of the segment created an additional variability into the 
     representation and deteriorated the fidelity of the representations. [Park 2022]

• Multiple stages increase complexity.

Park, T. J., Kanda, N., Dimitriadis, D., Han, K. J., Watanabe, S., & Narayanan, S. (2022). A review of speaker diarization: Recent advances with deep learning. Computer Speech & Language, 72, 101317.

   Fake Localization3
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Linear
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• Multiple reso.

(Zhang 2021a, Yi 2021, 
ADD 2022 )

(Zhang 2021a, Yi 2021, 
Cai 2022)

(Zhang 2021b, Wu 2022, Cai 
2024)

• Single reso.

Detection Localization MulBS Multi-Reso.
(Zhang 2022b)

   Fake Localization3
➢ When do spoofs happen?
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Yupeng Zhu, Yanxiang Chen, Zuxing Zhao, Xueliang Liu, and Jinlin Guo. 2023. Local Self-attention-based Hybrid Multiple Instance Learning for Partial Spoof Speech Detection. ACM Trans. Intell. Syst. Technol. 14, 5, Article 93 (October 2023), 18 pages
Lin Zhang, Xin Wang, Erica Cooper, Junichi Yamagishi. (2021) Multi-task Learning in Utterance-level and Segmental-level Spoof Detection. Proc. ASVspoof workshop 2021, 9-15, doi: 10.21437/ASVSPOOF.2021-2

spoof
Utterance

Encoder 

Pooling

Linear

Front-end

Encoder 

Front-end

Linear

Segment-Level Label

Linear Weights 
Sharing

(a+) Localization by (a)
(Zhu 2023)

min

(b+) Detection by (b)

(Zhang 2021a, Yi 2021, 
ADD 2022 )

waveform
(a) Detection

waveform
(b)

(Zhang 2021a, Yi 2021, 
Cai 2022)

Localization

Single-task trained spoof detection and localization models can predict each other’s tasks without additional labeling or training. 

RangeEER (%) for spoof localization.

EER (%) for spoof detection.

LCNN-LSTM

   Fake Localization - PartialSpoof3
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A. Baevski, Y. Zhou, A. Mohamed, and M. Auli, “wav2vec 2.0: A framework for self-supervised learning of speech representations,” in Proc. NeurIPS 2020, pp. 12449–12460
H. Liu, Z. Dai, D. So, and Q. V. Le, “Pay attention to mlps,” in Proc. NeurIPS 2021, pp. 9204–9215. 
Lin Zhang, Xin Wang, Erica Cooper, Nicolas Evans and Junichi Yamagishi, "The PartialSpoof Database and Countermeasures for th e Detection of Short Fake Speech Segments Embedded in an Utterance," in IEEE/ACM Transactions on 
Audio, Speech, and Language Processing, vol. 31, pp. 813-825, 2023, doi: 10.1109/TASLP.2022.3233236.

(Baevski 2020)

• Multi-resolution CM can do detection and localization at different resolutions and SSL-based front-end is helpful.

All experiments were repeated three times with different random seeds.

(Liu 2021)

• For spoof detection, training on the localization task with more fine-grained information can help improve the performance. 
• For spoof localization, training at the finer temporal resolution performs better. 

Downsampling
module

Front-end

waveform

Scoring 
module

…

a1:N

h 1

hK

Scoring 
module

s0

s1

Downsampling
module

Scoring 
module

sK

Pooling

sueu Scoring 
module

x 1:T(d)

Utterance level

Segment level 1

Segment level k

Segment level 0
(Frame level)
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   Fake Localization - PartialSpoof3
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   Databases - PartialEdit1

Zhang, You, Baotong Tian, Lin Zhang, and Zhiyao Duan. "PartialEdit: Identifying Partial Deepfakes in the Era of Neural Speech Editing." in Proc. Interspeech2025
Wang, Helin, Meng Yu, Jiarui Hai, Chen Chen, Yuchen Hu, Rilin Chen, Najim Dehak, and Dong Yu. "SSR-Speech: Towards Stable, Safe and Robust Zero-shot Text-based Speech Editing and Synthesis” in Proc. ICASSP, 2025
A.Vyas, B. Shi, M. Le, A. Tjandra, Y.-C. Wu, B. Guo, J. Zhang, X. Zhang, R. Adkins, W. Ngan et al., “Audiobox: Unified audio generation with natural language prompts,” arXiv:2312.15821, 2023.
P. Peng, P.-Y. Huang, S.-W. Li, A. Mohamed, and D. Harwath, “VoiceCraft: Zero-shot speech editing and text-to-speech in the wild,” in Proc. ACL, 2024, pp. 12 442–12 462.
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2

• CMs perform best when trained on data that match the test data.
• The diversity of the training data plays a crucial role.

   Fake Localization - PartialEdit3
• Database: PartialEdit
• Model: BAM

Zhang, You, Baotong Tian, Lin Zhang, and Zhiyao Duan. "PartialEdit: Identifying Partial Deepfakes in the Era of Neural Speech Editing." in Proc. Interspeech2025
J. Zhong, B. Li, and J. Yi, “Enhancing partially spoofed audio localization with boundary-aware attention mechanism,” in Proc. Interspeech, 2025. 
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Artifacts introduced by codec processing may mislead the model when they are not recognized 
as bona fide during training. 

PartialEdit-Codec (PEC)

PartialEdit

   Fake Localization - PartialEdit3

codec
VCTK

CodecFake (CFE)
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➢ When do spoofs happen?

(1) Change points / boundaries 
        + classification

(2) Uniform segmentation

Quantify

• Uniform Segmentation
• LCNN [Zhang 2021, Yi 2021], Multi-reso. [Zhang 2022], 
• Vigo [Vieites 2024], MFMS [Zhang 2024]

• Boundary-aware
• BDR [Cai 2023]

• Uniform segmentation + Boundary-aware
• BAM [Zhong 2024] (KLASSify [2025]), CFPRF [Wu 2024], 
• BFC-Net [Zhou 2025], Pindrop [2025]

• Segment-wise comparison (inconsistency):
• TDL [Xie 2024], PET [He 2025] 

• Multi-modal 
• Temporal action localization
• BA-TFD [Cai 2023], UMMAFormer [Zhang 2023], Vigo [Vieites 2024], 
• MFMS [Zhang 2024], Pindrop [2025], etc.

   Fake Localization3

BAM: J. Zhong, B. Li, and J. Yi, “Enhancing partially spoofed audio localization with boundary-aware attention mechanism,” in Proc. Interspeech, 2025. 
BFC-Net: Zhou, Y., Xue, Z., Senhadji, L., Shu, H. and Wu, J., 2025. BFC-Net: Boundary-Frame cross graph attention network for partially spoofed audio localization. Neurocomputing, p.130867.
PET: He, J., Yi, J., Tao, J. and Zeng, S., 2025, April. PET: High-Frequency Temporal Self-Consistency Learning for Partially Deepfake Audio Localization. In ICASSP 2025
Pindrop: Klein, Nicholas, Hemlata Tak, et al. "Pindrop it! Audio and Visual Deepfake Countermeasures for Robust Detection and Fine-Grained Localization." In Proc. ACM Multimedia 2025, pp. 13700-13706
KLASSify: Ivan Kukanov, and Jun Wah Ng. "KLASSify to Verify: Audio-Visual Deepfake Detection Using SSL-based Audio and Handcrafted Visual Features." In Proc. ACM Multimedia 2025, pp. 13707-13713.
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https://arxiv.org/pdf/2506.14396

AV-Deepfake1M
AV-Deepfake1M++

   Fake Localization3
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   Fake Localization3

Chen, Xuanjun, Shih-Peng Cheng, Jiawei Du, Lin Zhang, Xiaoxiao Miao, Chung-Che Wang, Haibin Wu, Hung-yi Lee, and Jyh-Shing Roger Jang. "Localizing Audio-Visual Deepfakes via 
Hierarchical Boundary Modeling." arXiv preprint arXiv:2508.02000 (2025).
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(top-1 on AV-Deepfake1M++)

   Fake Localization3

Klein, N., Tak, H., Fullwood, J., Regmi, K., Spinoulas, L., Sivaraman, G., Chen, T. and Khoury, E., 2025, October. Pindrop it! Audio and Visual Deepfake Countermeasures for Robust 
Detection and Fine-Grained Localization. In Proceedings of the 33rd ACM International Conference on Multimedia (pp. 13700-13706).

Boundary-aware + uniform segmentation
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Danwei Cai, Zexin Cai, and Ming Li, “Identifying source speakers for voice conversion based spoofing attacks on speaker verification systems,” arXiv preprint arXiv:2206.09103, 2022.

➢ Fake Diarization: What spoofed when?
Current studies mainly focus on cluster (without identifying) all segments. 

Trace back to the original algorithm, then do further analysis.
VC: Trace back to the original speaker. [Cai 2022]

Audio contains segments created using multiple generative 
models or through a recursive generation process 

https://sstc-challenge.github.io/

   Fake Diarization3
➢ Fake Detection: Whether the input utterance is spoofed?

Fake
➢ Fake Localization: When do spoofs happen?

Fake RealReal

A1
A2 A3Real Real
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Outline

0. Introduction

6. Summary & Open Challenges

1. Database 2. Detection 3. Localization 4. Diarization 5. Analysis

Fake RealReal
A1

A2 A3Real RealFake

Whether When What + When How
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Similarities
1. Unbounded unknown clusters (spoofing methods or speakers).

2. Class-homogeneous regions in both tasks can have variable durations. 

Differences

3. Duration of 
turns

Detecting short-turn spoofed 
speech is crucial 

Detecting short (word level) turns in speaker 
diarization systems depends on the application. 

4. Two primary 
groups of clusters 

Two primary groups:
bona fide, spoof. Speakers may vary for each audio 

Spk 1

Spk 2

Spk 3

(b) Speaker Diarization(a) Spoof Diarization

Spk 1

(c) Speaker Spoof Diarization

bA1 A2 A3b

Spk 2
bA3 A1 A2b

Spk 1
bA1 A2 A3b

   Fake Diarization - Definition4
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Spk 1

Spk 2

Spk 3

(b) Speaker Diarization(a) Spoof Diarization

Spk 1

(c) Speaker Spoof Diarization

bA1 A2 A3b

Spk 2
bA3 A1 A2b

Spk 1
bA1 A2 A3b

   Fake Diarization - Definition4
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   Fake Diarization - Metric4
Metric Spoof Jaccard error rate 

Spoof diarization has two important items: 
(1)differentiating spoofed from bona fide segments, and 
(2)discriminating different spoofing methods

GT.
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Lin Zhang, Xin Wang, Erica Cooper, Nicolas Evans, Mireia Diez, Federico Landini  and Junichi, 2024. Spoof Diarization:" What Spoofed When" in Partially Spoofed Audio. in Proc. Interspeech 2024
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Lin Zhang, Xin Wang, Erica Cooper, Nicolas Evans and Junichi Yamagishi, "The PartialSpoof Database and Countermeasures for the Detection of Short Fake Speech Segments Embedded in an Utterance," inIEEE/ACM TASLP, vol. 31, pp. 813-825, 2023, doi: 10.1109/TASLP.2022.3233236.

(Zhang 2021a, Yi 2021, 
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   Recap Previous Models4
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   Fake Diarization - Model4
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Lin Zhang, Xin Wang, Erica Cooper, Nicolas Evans, Mireia Diez, Federico Landini  and Junichi, 2024. Spoof Diarization:" What Spoofed When" in Partially Spoofed Audio. in Proc. Interspeech 2024
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   Fake Diarization - Result4
How do labeling schemes affect the ability of CMs?

b A A A b b b

b b b b

• Mul-CM obtains overall best results 
• Spf-CM underperforms in JER_spoof, revealing that specific treatment of the bona fide class is needed during system training. 



Minor Manipulations, Major Threat: An Overview of Partially Fake Speech Lin Zhang (partialspoof@gmail.com) IEEE SPS SEMINAR, NOV. 2025 59

How do labeling schemes affect the ability of CMs?

b A A A b b b

b b b b

• For Mul-CM: localization branch allows for better localization capabilities but it negatively impacts diarizing spoofing methods 
• For Spf-CM: both JI_bona and JER_spoof show an improvement.

• Mul-CM < Spf-CM: Dia-Mul-CM model extracts better embeddings for diarizing spoofing methods. 
• Bin-CM is specialized in distinguishing bona fide from spoof. 

   Fake Diarization - Result4
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   Fake Diarization4

Koo, Kyo-Won, Chan-yeong Lim, Jee-weon Jung, Hye-jin Shim, and Ha-Jin Yu. "Token-based Attractors and Cross-attention in Spoof Diarization." in Proc. ASRU 2025
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3   Analysis - DSP5

Negroni, V., Salvi, D., Bestagini, P., Tubaro, S. (2024) Analyzing the impact of splicing artifacts in partially fake speech signals. Proc. The Automatic Speaker Verifica tion Spoofing Countermeasures Workshop 
(ASVspoof 2024), 79-85, doi: 10.21437/ASVspoof.2024-12

Although the induced splicing artifacts (caused by spectral leakage) at the concatenation points are generally inaudible, 
they can be easily exposed.
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1

Interspeech 2024
TL;DR: We utilize Grad-CAM to interpret CMs’ decisions and find that CMs prioritize the artifacts of transition regions.

https://arxiv.org/abs/2406.02483

   Analysis - XAI5
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   Summary6
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   Open Challenges6

https://deepfakes1m.github.io

• Analysis - Intervention analysis on the partial spoof scenario
o Impact of spoof-to-utterance ratio
o Effect of manipulated position and duration

• More realistic scenario
o Noisy, wild scenario (more complicated and mismatched environment) 
o Code-switch editing

• Advanced spoof diarization scenario and technologies
o More advanced diarization models
o Speaker spoof diarization
o Watermarking based spoof diarization
o Multi-level spoof diarization
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   Open Challenges6
• Editing Beyond Speech Content

• Prosody: Fine-Grained and Interpretable Neural Speech Editing, https://arxiv.org/abs/2407.05471 
• Emotion: Towards Emotionally Consistent Text-Based Speech Editing: Introducing EmoCorrector and The ECD-TSE Dataset, 

Interspeech 2025, arxiv.org/abs/2505.20341  
• Sound: Recomposer: Event-roll-guided generative audio editing.  Google, arxiv.org/abs/2509.05256    
• Background: SeamlessEdit: Background Noise Aware Zero-Shot Speech Editing with in-Context Enhancement, 

arxiv.org/abs/2505.14066 
• Video2audio: ThinkSound: Chain-of-Thought Reasoning in Multimodal Large Language Models for Audio Generation and 

Editing. Alibaba, NeurIPS 2025, arxiv.org/abs/2506.21448.

• Editing Beyond Audio
• Image: ImgEdit: A Unified Image Editing Dataset and Benchmark, arxiv.org/abs/2505.20275 

• Video: Movie Gen: A cast of media foundation models. META, arxiv.org/abs/2410.13720  (no sound)

• Object: Object-AVEdit: An Object-level Audio-Visual Editing Model, arxiv.org/abs/2510.00050 

https://arxiv.org/abs/2407.05471
https://arxiv.org/abs/2505.20341
https://arxiv.org/abs/2509.05256
https://arxiv.org/abs/2505.14066
https://arxiv.org/abs/2506.21448
https://arxiv.org/abs/2505.20275
https://arxiv.org/abs/2410.13720
https://arxiv.org/abs/2510.00050
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   Open Challenges6
Fu, Youquan, Ruiyang Si, Hongfa Wang, Dongzhan Zhou, Jiacheng Sun, Ping Luo, Di Hu, Hongyuan Zhang, and Xuelong Li. 
"Object-AVEdit: An Object-level Audio-Visual Editing Model." arXiv preprint arXiv:2510.00050 (2025).
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If you have any questions or comments, please feel free to contact with me: 
zlin@ieee.org, partialspoof@gmail.com

I will be attending ASA/ASJ and ASRU (12.2-12.11) at Honolulu, HI. Welcome discussion. 

Thank you

mailto:zlin@ieee.org
mailto:partialspoof@gmail.com
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